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Introduction

PhD Defense, July 2016:

NYou recommend WF
but are you sure

Seems so! No attacks in
14 years & proven secure.
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Introduction

/* install the PTK */

if ((*ic->ic_set key)(ic, ni, k) !=0) {
reason = TEEE80211 REASON_AUTH_LEAVE;
goto deauth;

}

ni->ni_flags &= ~IEEE80211 NODE_TXRXPROT;

ni->ni_flags |= IEEE80211 NODE_RXPROT;

Key reinstallation when ic_set_key is called again?
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The 4-way handshake

Used to connect to any protected Wi-Fi network
U Provides mutual authentication
U Negotiates fresh PTK: pairwise temporal key

Appeared to be secure:

U No attacks in over a decade (apart from password guessing)
U Proven that negotiated key (PTK) is secret!

U And encryption protocol proven secure’



4-way handshake (simplified)

(— ’e —————— optional 802.1x authentication - - - - - - —>‘
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4-way handshake (simplified)

(— K- ———-- optional 802.1x authentication - - - - - - 3

Msgl1(r, ANonce) é
-2 :

Msg2(r, SNonce)

Derive PTK

PTK = Combine(shared secret,
ANonce, SNonce)



4-way handshake (simplified)

) - —-——- optional 802.1x authentication - - - - - - 3

)] X At t ack isnét%}o

D
- ANonce or SNonce reuse

Derive PTK

PTK = Combine(shared secret,
ANonce, SNonce)
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4-way handshake (simplified)

SR

o optional 802.1x authentication - - - - - - >
Msg1(r, ANonce)
[Derwe PTKJ Msg2(r, SNonce) >
(Derive PTK )

=
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4-way handshake (simplified)

—

Msg3(r+1; GTK)

- —-——- optional 802.1x authentication - - - - - - 3
Msg1(r, ANonce)
[Derwe PTK] Msg2(r, SNonce) y
[Derive PTK]

Msg4(r+1)

=
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4-way handshake (simplified)

—

- —-——- optional 802.1x authentication - - - - - - 3
Msg1(r, ANonce)
[Derwe PTKJ Msg2(r, SNonce) y
Msg3(r+1; GTK) (Derwe PTK]
Msg4(r+1) J
Install PTK % GTK

Install PTK

=
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4-way handshake (simplified)

—

optional 802.1x authentication

Msg1(r, ANonce)

Msg2(r, SNonce)

PTK Is installed

2

(ﬂerive PTK]

Install PTK 'k GTK

%
Install PTK

=
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4-way handshake (simplified)

———

- —-——- optional 802.1x authentication - - - - - - 3

Msg1(r, ANonce) é

[Derive PTKJ Msg2(r, SNonce) )
Msg3(r+1; GTK) (Derive PTK]J

Msg4(r+1) J
(Install PTK & GTK | (Install PTK |

K - -lencrypted data framesfjcan now be exchanged - - —>‘
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Frame encryption (simplified)

ot
(packet number) Plaintext data

Packet key

PTK

(session key)

S Keystream

A Nonce reuse implies keystream reuse (in all WPA2 ciphers)
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4-way handshake (simplified)

— - ———— - optional 802.1x authentication
Msg1(r, ANonce) é
ey .
(Der tve PTK] Msg2(r, SNonce)
Installing PTK initializes f@
nonce to zero
- —
Install PTK

Install PTK & GTK

}g - - encrypted data frames can now be exchanged - - —>‘
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Reinstallation Attack ﬁ

r— | Pl N

Channel 1 Channel 6
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Reinstallation Attack ﬂ

) !
——————— optional 802.1x authentication - - - - - - - =
|
2 é
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Reinstallation Attack ﬁ

—— ) |
£ ——-————- optional 802.1x authentication - - - - - - - =

Msg1(r, ANonce) Msg1(r, ANonce)

Msg2(r, SNonce) Msg2(r, SNonce)

Msg3(r+1; GTK) Msg3(r+1; GTK)
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Reinstallation Attack ﬁ

) !
£-—--—-—--- optional 802.1x authentication - - - - - - - =

Msg1(r, ANonce) Msg1(r, ANonce)

K
Msg2(r, SNonce) . Msg2(r, SNonce)

Msg3(r+1; GTK) Msg3(r+1; GTK)

Msg4(r+1)

> Block Msg4
Install PTK & GTK |
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Reinstallation Attack

—

Msg4(r+1)

X

N

Install PTK & GTK |

Msg3(r+2; GTK)

Msg3(r+2; GTK)

Enc;)tk{ Msgd(r+2) }
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Reinstallation Attack ﬂ

— ‘ Msg4(r+ﬂ |
In practice Msg4
— IS sent encrypted
Msg3(r- 2, Giny | Msg3(r+2: GTK)
Encfl)tk{ Msgd(r+2) }
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Reinstallation Attack

— )

Msg4(r+1)

X

N

Install PTK & GTK |

Msg3(r+2; GTK)

Msg3(r+2; GTK)

Enc}})tk{ Msg4(r+2) }

(Reinstall PTK & GTK |
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Reinstallation Attack ﬂ

| Msgd(r+1) |
L | (Install PTK & GTK |
Msg3(r+2; GTK) Msg3(r+2; GTK)
Enc;)tk{ Msg4(r+2) }

Key reinstallation!

nonce is reset
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Reinstallation Attack ﬁ

— )

Msg4(r+1)

N

Install PTK & GTK |

Msg3(r+2: GTK) Msg3(r+2: GTK)
Enc}})tk{ Msg4(r+2) }

(Reinstall PTK & GTK |

Enc;tk{ Data(...)} Encrl)tk{ Data(...)}
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Reinstallation Attack ﬁ

— )

Msg4(r+1)

Install PTK & GTK | é
o

Msg3(r+2: GTK) Msg3(r+2: GTK)
Enc}})tk{ Msg4(r+2) }

I R
Ve

(Reinstall PTK & GTK |

Same nonce

IS used!

Enc;tk{ Data(...) } ]:;ncf)tk{ Data(...) } |
/1
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Reinstallation Attack ﬁ

— )

Msgd(r+1) |
Install PTK & GTK | |
o &P Keystream
Msg3(r+2; GTK) Msg3(r+2; GTK)
Enc}})tk{ Msg4(r+2) } |

(Reinstall PTK & GTK |

Enc;tk{ Data(...)} Encrl)tk{ Data(...)}
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Reinstallation Attack ﬁ

Keystream

; GTK) Msg3(r+2; GTK)

1

e, Decrypted!
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Key Reinstallation Attack

Other Wi-Fi handshakes also vulnerable:
U Group key handshake

U FT handshake

U TDLS PeerKey handshake

For details seel>our CCS617 paj
UnhKey Reinstallation Attacks:
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General Impact

Transmit nonce reset

! Decrypt frames sent by victim

Receive replay counter reset

{ —ﬂ! Replay frames towards victim

g
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Cipher suite specific
AES-CCMP: No practical frame forging attacks

WPA-TKIP:
U Recover Message Integrity Check key from plaintext*»
UForgel/inject frames sent by the device under attack

GCMP (WiGig):
U Recover GHASH authentication key from nonce reuse®
UForgel/inject frames in both directions
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Handshake specific

Group key handshake:
U Client is attacked, but only AP sends real broadcast frames
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